MarepuaJ AJis1 KypaTopoB Y4eOHBIX rpyn (0711 n0020mosKu u nposeoeHus
B0CNUMAMENbHBIX MEPONPUAMULL NPOPULAKMULECKO20 XapaKmepa)

[IpoGnema Oe30macHOrO TOBEIEHUS B HMHTEPHETE — aKTyajdbHas mpobiema
CErOJHSAIIHEr0 JHSA KakK /Ui HECOBEPIICHHOJETHHX JAETeH, Tak WU JUIsl B3pPOCIIOTO
yenoBeka. Kak He ctath kepTBoii kubepnpecrynuuka? Kak coxpaHuTh B 6€301MacCHOCTH
CBOIO JIMYHYIO HH(pOpMaIUIo, pa3MelleHHyl0 B wuHTepHeTe? Kak He nomycTuTh
COBEPIICHHUS IPOTHBOIPABHBIX MOCTYNKOB B Cetnt UnTepHET?

Kubepnpecrynienue — BUJ IPaBOHAPYIIEHUS], HETOCPEACTBEHHO CBSI3aHHOTO C
HCIOJIb30BAHUEM KOMIBIOTEPHBIX TEXHOJOTUN U ceTu VHTepHeT, BKIIOYAONINi B ceds
pacnpocTpaHeHHe BUPYCOB, HENETalIbHYIO0 3arpy3ky ¢GaijaoB, Kpaxy NepCOHAIbHON
uH(pOpMaLIUY, HapUMep MHPOpMaLMU N0 OAHKOBCKUM cdeTaMm. Kubepnpecmynienusmu
CUUMAIOmMcs. me NpecmynjieHus, 8 KOMopulX 8e0VWyr0 pOlb USPAiom KOMNbOmep Uiy
KOMNbIOMEPHAsL CeMb.

BaxxHoil 0COOEHHOCTBIO MPECTYIUIEHUI MPOTHUB KOMIBIOTEPHOU MH(pOpMaLUu U
NPECTYIJICHUA, COBEPIICHHBIX ITyTEeM HCIOIb30BAHUS KOMITBIOTEPHOH TEXHUKH,
SBIIICTCA WX TpaHCHAIIMOHAJBHBIA XapakTep, MOCKOJIbKY OHHU TMOAMANAI0T IOJ BCe
kputepuu, mnpeaycMorpennble KouBennueit Opranumzanuun OObeauHeHHBbIX Haruit
IPOTUB TPaHCHALMOHAIBHON OPraHU30BAaHHOW MPECTYMHOCTHU (3akitoueHa B T. [lanepmo
15.11.2000), yuacTHHIIeH KOTOpO#t siBIsieTcs u Pecnybnuka benapych

MmuorouncneHHbie  (akThl BBISBICHHUS M YCTAHOBJICGHHUS 3aKOHOMEpPHOCTEH
MEXaHU3MOB Pa3BUTHUS HOBBIX BHJIOB MPECTYIUJICHUH, CBA3aHHBIX C MCIOJIb30BAaHUEM
CPEICTB KOMIBIOTEPHON TEXHWKH M WH(POPMAIIMOHHBIX TEXHOJIOTHA, MTOKa3bIBAIOT, YTO
camMa KOMIIBIOTEpHas TEXHMKAa MOXET OBbITh Kak MPeaIMETOM MPECTYITHOIO
NOCSTaTeNbCTBa, TAK 1 MHCTPYMEHTOM COBEPILIEHUS TPECTYIUICHHUS.

I[To cnocoOy coBepiieHusi, HaubOoOdbIIas YacTh KUOEPHPECTYIICHUN, C
UCTOJb30BaHUEM ceTu VIHTepHeT, coBeplIajiach NYTEeM «BUWUHeA» W TIPUMEHEHHUS
«huun206b1X» NHCTPYMEHTOB.

Buwunez (anen. vishing, om Voice phishing) - o0un u3z memooos mowenHusecmada
C UCNONL308AHUEM COYUATLHOU UHICEHEpUU, KOMOPbI 3AKII04aemcs 8 moM, 4Ymo
30V MBIULIEHHUKY, UCNOIb3YS MeNehOHHYI0 KOMMYHUKAYUIO U Uepas OnpeoeieéHHy0 POolb
(compyonuka 6anka, nokynamesus u m. 0.), n00 pasHbiMU NPeonN02amu 8bIMAHUBAIOM )
oeparcamens NIAMEHCHOU KApmvl KOHDUOESHYUATLHYIO UHGOPMAYUIO UTU CIUMYTUPYIOM
K CO8epULEHUIO0 ONPEOeNEHHBIX OCiCIEULL CO CBOUM KAPM - CUeMOM/NAAMEHCHOU KapMOli.

Quuwune (aumen. phishing om fishing «pvlonas 10611, GvlyyHcUSaHUE») - BUO
uHmepHem - MOUIEHHUYECMB8d, UYelbl0 KOMOpPO20 AGIAemcs NoJyyeHue O0O0Cmyna K
KOHQUOCHYUAIbHBIM OAHHBIM HOTb308ameNell - I02UHAM U NAPOJIAM.

OCHOBHOWM TPUYMHOM pOCTAa MPECTYIJIEHUH 10 JIMHUU IPOTUBOJACHCTBUSA
KUOEPNPEeCTYMHOCTH, SIBISETCS:

l.ITocTossHHOE ~ yBenWYeHHE KOJIMYecTBa OAaHKOBCKMX IUIATEXKHBIX  KapT,
HaXOMAILIMXCS y JIep)KaTeliel, TaK U COBEPIIAeMbIM 10 HUM OIEpalysM, B TOM YHCIE B
cetn UnTepHeT, cuctemax «MIHTEpHET 1 MOOUIIBHBIN OAHKUHTY;

2.becnedHocTh, MO0 M3IUIIHSAS JOBEPUYMBOCTb TIPaKIaH, IMO3BOJIAIOIIAS
3JI0YMBIIUIEHHUKY 3aBJIaJIETh PEKBU3UTAMH JOCTyNa K YYETHBIM 3aIHCSIM MOCPEACTBOM
UCTIOJB30BAHUA METOAOB COIMANBbHOW HMHXKEHEpUHW, (UIIMHIOBBIX COOOIICHHUH,
NOJJIENbHBIX UHTEPHET - PECypCOB, MCIOJIb30BaHUSA TPOSHCKUX U WHBIX BPEAOHOCHBIX
pOrpaMm;



3.IlpennamepeHHble AEMCTBUS U OLIMOKHU NEpPCOHaNa MH(OPMAIIMOHHBIX CUCTEM,
BBIp@)XalOLIMeCs B HApYUICHWU YCTAHOBJIEHHBIX PEIVIAMEHTOB HUX OSKCIUTyaTallud |
npaBuiI 00pabOTKH HHPOpMALUY;

4 Vicnonb30oBaHWE TMPOCTHIX TMapoJied (3a4acTyl0 COBHAJAIOUIMX C HMMEHEM
MOJIb30BaTENsl, JTUO0 MCIIONB30BAaHUSI HOMEPA CBOMX MOOWIIBHBIX Tele(OHOB, «qwerty»,
«qwerty1234», u T.11.) A7 TOCTYIA K YYETHBIM 3aMUCAM PA3IUYHBIX Pa3BICKATEIbHBIX U
(MHAHCOBBIX CETEBBIX PECYPCOB;

5.IIpucyrctBue (HOSBICHHE) pA3NMUHBIX YSI3BUMOCTEH B WH(GOPMAIIMOHHBIX
CUCTeMaxX M HaJM4Yue MPOCUETOB B CHCTEME OE30MaCHOCTH OAaHKOBCKHX U (PUHAHCOBBIX
YUPEKIACHUN;

6./locTynmHOCTP ¥ OTHOCHUTENbHas NPOCTOTa HCHOJB30BAHMS  Pa3IUYHBIX
MHCTPYMEHTOB (CIEUaTU3UPOBAHHBIX MPOTPAMMHBIX 00€CIIeYeHUI U CEPBUCOB), B TOM
yrcne cpencts anonnmuszanuu (VPN, mpokcu - cepsepa, VDS, VPS, TOR-6pay3ep u
T.J.) UCHoNb3yloImue (QyHKIuio noamensl [P - agpecoB, pacnpocTpaHseMmblXx B CETH
HNuTepHer.

7.1IpocToTa MEXaHU3Ma MOJYUYEHHS «JIOTHMHA» U «Iapojs» MOJb30BaTeNel K UX
NEPCOHAIBHBIM CTPAaHUIIA, & UMEHHO HaJWuue OOJBIIOrO KOJWYECTBA MHCTPYKIUH, C
npUMepaMy CHEUalIbHBIX KOJIOB U CHEIUAIM3UPOBAHHBIX CEPBUCOB, HANPABIECHHBIX Ha
«pummHroBoe» (MONYYEHUs] PA3TMUYHBIMH CIOCOOAMHU CBEJEHUN Yy TMOJIb3oBaTeNel o
PEKBU3UTAX JOCTyNa K MX YYETHBIM 3alUCAM, aKKayHTaM, JJICKTPOHHBIM MOYTOBBIM
AIIUKaM U T.J.) 3aBJIaJiCHUE YKa3aHHbIMU JAHHBIMH.

Y100bI 00€30nacuTh cedsl MPU BCTPeYe ¢ TAKUM MeTOI0M KudeprpecTynjieHui,
He00X0AUMO XO0TH ObI CO0JII0IaTh MUHUMAJIbHbIE TPeOOBaHNSA 0€30MACHOCTH
PexomMenanuu no co0JI0AeHHI0 Mep HHPOPMAIIMOHHOM 0e301aCHOCTH

Heo0xonumo: He pexomenayercs:

1. 3amuTa faHHBIX 0AHKOBCKOH IJIATEKHOM KAPTOYKH

XpaHuTh B TallHE MNHH-KOJ, CBEJEHHUs C | XpaHUTh MMUH-KOJ| BMECTE C KapTOUYKOI/Ha
KapTOUYKHU CEaHCOBBIX KOJIOB KapTOYKe

[TpukpsiBaTh najoHBIO KiaBuaTypy npu | CooOmaTe KOMY-IM00 PEKBU3UTHI KapThl
BBOJIE [TMH-KOJ1a WIA OTHpaBIATh HUX (GOTO MO CeTH
WNHTepHeT

OdopmuTh OTIENBHYIO KApTy AJIA OHJAlH- | PacmipocTpaHsaTh CBOM  NEepCOHAIbHbIE
IIOKYIIOK, BbI€3/1a 32 TPAHUIY U HE XPAHUTH | JAHHBIC (ua(opmManuio JIMYHOTO
Ha Hel Oonpmme cymmbl. Jlimst kapTel, | Xapakrepa, HOMEpP MOOMIIBHOTO
ucrnoinbdyeMoii B Pb  pexomennyercs | TenedoHa), «IOTMH» M «Iapoib» A0CTyIa
OTpaHUYUTH BO3MOKHOCTb ee | k cucreMe «MHTEepHET-OaHKUHT

VICIIOJIb30BaHMs 3a npenenamu Pb

Hcnonb3oBath nByxdakTopuyro | CooOmare JAaHHBIC, MOJYyYECHHBIC B BHJIC
ayreHTudukanuo, ycayry «3-D Sequre», | SMS-coobmienunii: ceaHCOBbIE TTapOJIn, KO
YCTAaHOBUTH JIMIMHUTHI HAa MaKCHMAaJIbHBIE | aBTOpH3AIUy, mapoiib «3-D Sequre» u 1.1.
CyMMBI  OIEpaliii, TMOAKIIOYUTh CMC-
OTMOBEIICHUE O TMPOBEJCHUU OTEpalui 1o
KapTe

Cxpeitb CVV (CVC) nomep na xapre | [lomp3oBathest  cucremont  «lHTepHeT-
(Tpex3HauHBI HOMEp Ha OOOPOTHOH | OAHKMHI» Ha YYXXKHX KOMIBIOTEPAaX WIH
CTOPOHE), IPEIBAPUTEIHHO COXPAHUB €TO MOOMJIBHBIX YCTPOHUCTBAX

BBOI[I/ITB WIOTUH» W «I1apO0Jib» K CHUCTCMC




«MHTEepHET-0aHKUHI» TOJIBKO Ha
opuuMaTbHOM caiiTe WiIM B MOOMIBHOM
NPUJIOKEHUH OaHKa

B cayuae yrepu  (Kpaxku)  KapThl,
HE3aMeTUTEILHO 10 TelIeQOoHy 00paTHThCS
B OaHK /7151 ee OJIOKUPOBaHUS

IIpn oOHapyKeHUHU
HECAHKIIMOHUPOBAHHOTO CIMCaHUs
JNCHe)KHBIX ~ CPEACTB  C  KapT-cueTa,
HE3aMeJIUTEIbHO oOpaTuThCs C

3asgBJICHHEM B OaHK IJI1 UX BO3Bpara IIO
IIPUHIUITY ((HYHCBOﬁ OTBCTCTBCHHOCTHU»

2. be3onacHOCTDH JIEKTPOHHOM MOYTHI

[TonkmounTh IBYX(akTOpHYIO
ayTeHTU(UKAIIIO

PCaI‘I/IPOBaTI) Ha nMUucbMa OT HCU3BCCTHOI'O
OTIIPABUTCIIA: CKOPEC BCCTO 3TO CIIaM HJIN
MOIICHHUKHU

Hcnonb3oBath MUHUMYM 2 TUIA
e-mail agpecoB: 3akpbIThie (TONBKO ISt
NPUBSI3KK YCTPOMCTB M CPEACTB 3alllUThI,
UHTEpHET-0aHKUHTa M JIp.), OTKPBITHIE
(oTmenbHBIE JUISI NEPENUCKU, PETUCTPaLUuU
Ha (Qopymax, oQGOpMIEHUS Pa3TUYHBIX
MO/MHICOK U T.J.)

OTKpbIBaTh MOAO03PUTEIBHOE BIOXKEHHE K
HHACHMY: CHavaia TIO3BOHHTE
OTIIPABUTEINIO U Y3HAUTE, YTO 3TO 3a (paiin

Hcnonb3oBath criaM-(puiIbTpsI

OTnpaBidATh B OTKPHITOM BHJIE€ Ba)KHbBIE
nanHbie (poTrom3oOpaxeHUs: TOKYMEHTOB,
napojid u T.1.). B cnydae HeoOXxoaumocTu
— 32apXUBUPOBATh, YCTAHOBUB CIIOKHBIN
napoJib

B ciydae mnono3pUTENBHBIX ~CUTyalHil
MPOBEPUTHh CTATUCTUKY NOAKIIOYEHUN U
V3MEHHTH NIapOJIb

3. HapexHble naposn

CoznaBaTh mepcoHaNbHbIe (YHUKAJIbHBIE)
NapoJM K pa3HbIM CEpBUCAM

XpaHUTh napoyiun Ha  OyMaXHBIX
HOCHUTEJSIX, pabdodyeM CTOJIe KOMITbIOTEpa U
B JPYrux JErkoJOCTYIHBIX MeECTax, a
TaKKe MmepeiaBaTh UX KOMY-JH00

Hcnonp30BaTh CIOXKHBIE NAPOJIA: MUHUMYM
10 cuMBOJIOB, OJHOBPEMEHHO LHUDPHI,
CTPOYHBIE U MPOMHCHBIE CHUMBOJbBI, 3HAKU
NYHKTYallud U APYTHUE CUMBOJIBI

Hcnonp3oBaTh MMOBTOPCHUSA CUMBOJIOB

[oBepAats TOJIBKO MIPOBEPEHHBIM
MEHEKEpaM MapoJiei

Hcnonp3oBaTh B KadecTBE MApoJsd CBOU
JOoruH (MMS  TOJIb30BaTelNsd, Y4YETHOM
3alMCH, HUKHEWM, JaTy POXKIAECHUS U T.1.)

PerymnsipHO MpoU3BOANTE CMEHY NTApOJIEU

CoxpaHsTh TApOJh AaBTOMATHYECKH B
Opaysepe

Hcnonb3oBath ounorpadudeckyro
UHGPOPMAIIMIO U CBEACHHUS, Pa3MEIICHHbIC
B COIMAJIbHOM CETH




4. IlpoBepeHHbIe Opay3epbl U CAWTBHI

Hcnonp30BaTh CrienuaibHOE MPOrpaMMHOE
oOecrieueHue (aHTUBUPYC, pacIIUPEHUE JIs
Opaysepa), 4YTOOBI H30€XaTh TOCEIICHHS
COMHUTEIIbHBIX CAlTOB

HepeXOIII/ITB 1O HCIIPOBCPCHHBIM CCBLIIKaAM
n IIOCCIIAaTh CalTBI COMHUTCIBHOTO
COACPIKAHUA

[TpousBoautk perymnspaoe ooHoBnenue 110,
AHTHBHPYCOB

BBonute mHpopmanuio Ha caiTax, e€ciu
coeauHeHUe He 3amuineHo (et https)

OOpaiaTe BHUMaHUE IPU aBTOPU3ALMU HA
JIOMEHHOE UMsI MHTEpHeT-pecypca (MOKeT
IPOU30MTH OJMEHA UMEHU caiiTa)

OTKpBIBaTB BCIIJIBIBArOIIneC OKHa,
PECKIIaMHBIC 6aHHepI)I N YCTaHaBJIMWBATb

MpeIaraéMoe HEW3BECTHBIMU  CaWTaMHu
110

S. Ucnosib30BaHMe NPUIIOKEHHH, conceTen

H MECCCHIKEPOB

[Io BO3MOXHOCTH  CKpBIBaTb  HOMED
TeneoHa, aapec SIEKTPOHHON MOYTH U
JPYTHE CBEJICHUS

Pa3memate nepcoHanbHyt0 U KOHTaKTHYIO
uH(GOpPMAIIHIO 0 ceOe B OTKPHITOM JOCTYIIE

OOMeHUBATLCA COOOILEHUSIMU B COLICETAX U

MECCEHIKepax TOJILKO MOJTHOCTBIO
yIIOCTOBEPUBIIUCH B JTUYHOCTH
cobecenHMKa, HE pearupys Ha

COMHMUTCIIBHBIC HpOCL6BI " IIPCIJIOKCHU S

Hcnonp30oBaTh yKazaHWE TEOJOKAIMHA Ha
¢doTO M mocTax

OTBeuaTh Ha OOWIHBIC BBIPAKCHUS W
arpeccuro B COICETSAX — JIydIle HarucaTh
00 9TOM aJIMUHHCTPATOPY pecypca

YnorpeOasTh HEHOPMATHUBHYIO JIEKCUKY
pu OOILLIEHUU

Pasmemate B HMHTepHeT oOBsABIEHUS C
YKa3aHMEM  HCIIONB3YEMBIX  HOMEPOB
TeneQOoHOB, a  TaKkke  yKa3bIBaTh
KOHTaKTHbIE JaHHbIE MECCEHkepoB. B
clly4ae pa3MEILIEHUsl — YAAIATh Cpa3y ke
10 MUHOBAaHUU HaJIOOHOCTH.

6. be3onacHOCTh MOOMJILHBIX YCTPOICTB

Hcnons3oBaTh IMUH-KO/I, a TaKXke
JIOTIOTHUTEINIbHBIE CITOCOOBI OJIOKUPOBAHUS
ycTpoiicTBa (Tpaduyeckuil K04, MapoJib,
OTMEYaTOK MaJyiblia u JIp.)

[lepenaBaTh HE3HAKOMBIM  MOOWJIBHBII
tenehoH wWiIM CUM-KapTy. B cmyuae
nepeaadn KOHTPOJIMPOBAaTh  BCE
NEUCTBUsI, KOTOPBIE IIPOU3BOLATCA C
YCTPONCTBOM

CBOEBpEMEHHO OOHOBIISATH ONEPALMOHHYIO
CHUCTEMY yCTpOMCTBa, anTuBUpyc u ap. [10

YcranaBnuBaTh MNPHUIIOKCHUA C HH3KUM
pCﬁTHHFOM N OTPHULATCIIBHBIMH OT3bIBAMU

YcranaBnuBaTh MIPUIIOKEHUS u3 | [lepe3BanuBarh Ha HE3HAKOMbIE
PlayMarket, AppStore wau TOJIBKO |3 | HHOCTPAHHBIC HOMEpA

MIPOBEPEHHBIX UCTOYHHKOB

OO0pamaTh BHUMaHue, K KakuM (QYHKIUSIM | XpaHUTh BaXHYI0 HHpOpMAIUO Ha

raJipKCTa NPUJIOKCHHUC 3allpallinBACT JOCTYII

MOOUJILHOM YCTPOWCTBE

Bxitrounts BCTPOEHHBIE byHKIUN
yCTpOMiCTBA  JUIsl  ONPENEIIEHHUS  €ro
MECTOHAXO0XKICHHUS

Jlenath TMOJIHOE CHSITUE OTPaHMYEHHUs Ha
ycTporictse (" mxeitnopenk")

B cnyuae yrepu (Kpaxxku) YCTpOMCTBa,




HE3aMEeJUINTENIbHO CMEHUTh Mapoiid K
UHTEPHET-0aHKUHTY, AJIEKTPOHHOU MOoYTe U
JIpYTMM CepBUCaM, a Takke OOpaTUThCSA B
IPABOOXPAHUTENBHBIE OPTaHbl

[lpuy  cmeHe  abOHEHTCKOTO  HOMepa
00s3aTeNIbHO U3MEHUTD MPUBSIZKY
UHTEPHET-CEPBICOB K HOBOMY HOMEpY
(Jydmie caenath 3TO 3a07aroBpeMeHHO)

IIpn mpopaxke yCTpOWCTBA MPOU3BECTU €TI0
cOpOC 10 3aBOJCKUX HACTPOEK

7. Besonacubiiit Wi-Fi

OTtkmrounTh 001t goctyn k cBoet Wi-Fi | BBomguTh cBO# JIOTHH M MapoJib AOCTYIA K
TOYKE, JaX€ €CIIM Yy Bac «Oe3IMMHUTHBINY | yUeTHOW 3amucu (CTPAHUIIE) WIIM CUCTEME
HNHuTepHeT 0aHKOBCKOI'O 00CITy>)KUBaHHUS pu
MOJKTIOYEHUHN K OECIITIaTHBIM (OTKPBITHIM)
toukam Wi-Fi B kade, Ttpancmopre,
TOPrOBOM I[EHTPE U T.J.

Wcrnonp30BaTh HAAEKHBIA — [MApOJIb IS
nocrymna K Barreir Wi-Fi Touke

JleakTHBHPOBATh ABTOMATHYECKOE
HOJAKIIOUYCHHE  CBOMX  YCTPOHCTB K
otkpbIThIM Wi-Fi Toukam

PexoMeHnganmu Ui poauTese mo npoguiakTuke KudepnpecrynjieHui
CpeaH HeCOBEPIICHHOJIeTHHX.

1. VYcranoBure ¢ peOEHKOM JOBEpUTEIbHBIE OTHOUIEHUS M IOJOXHUTEIbHbIN
AMOLIMOHAJIbHBIN KOHTAKT B BOIIPOCE UCIOJIb30BaHMs ceTu MHTepHeT. Orosopure
C peOEHKOM KPUTHYECKHH YpOBEHb OMACHOCTH, KOTJa pElIeHHE B BO3HUKIICH
NpoOJIEMHON CUTYallMu JOJIKHO MPUHHUMATHCA POAMUTENSMHU (MHBIM JTOBEPEHHBIM
JUIOM, OOJIaJalolUM JIOCTATOYHBIM OMNBITOM M IO3HAHUSIMHU, HaIlpUMep,
CTapIIuM OpaTOM HIIM CECTPOI) MO0 IO COTIIACOBAHUIO C HUMHU.

2. YcraHoBieHHble 15 peOeHka npaBuiia paboTel B ceTw WHTEpHET JOJKHBI
COOTBETCTBOBATh €r0 BO3pacTy M pa3BUTHIO. lIpumeHeHne CIuMmKoM MATKUX
NpaBUJ Ha HAYaJbHOM JTare OCBOCHHS CETH PEOCHKOM MOXKET MOBBICUTH PUCK
BO3HUKHOBEHHS Yy peOCHKA Pa3IMYHBIX YIPo3. A CIHMIIKOM >KECTKUE MpaBuiIa Ju00
3anpeTsl s peOeHKa MOTYT MOBJIeYb HITHOPUPOBAHUE UM BCSKUX MPABHIL

3. Pebenky nns paGotel B cetn MHTepHeT noikeH OBITh MPEAOCTaBIEH B
NOJIb30BaHNE KOMIBIOTEp CO CHEIH(PHUECKH HACTPOCHHBIMHU MapaMmerpamu. B
00s3aTeNIbHOM TMOPSJIKE HAa KOMITBIOTEpPE JTOJKHO OBITH YCTAHOBJIEHO U HACTPOEHO
aKTyaJIbHO€ aHTUBHPYCHOE MPOrpaMMHOE OOecrieueHne, yCTaHOBJIEH U HaCTPOEH
cereBOM  JKpaH. PoxurensMum  IODKEH  KOHTPOJIMPOBATHCS — IIEPEUYCHb
YCTaHOBJIEHHOTO HA KOMITBIOTEPE MPOTPAMMHOTO 00ECTICYCHHS U €T0 HACTPOHKH.

4. HWHurepecyiiTech, KaKMMH caiiTaMd W MporpaMMaMu TNoJb3yloTca Bamm npertu;
HacTauBalTe Ha TOM, YTOOBI MOJAPOCTOK HE COIVIAIIAJICS Ha BCTPEUy C APY3bsIMU
u3 Nurepnera; HarlOMUHANTE 0 HEO0OXOAMMOCTH oOecrieueHus
KOH(QUIEHIMAIBHOCTH JMYHOW HMH(pOpManuu; mpenocreperaiite nere ot
UCIOJIb30BAHUS CETH JUUIsl XYJIUTAHCTBA JIMOO COBEPLICHUSI HHBIX IIPOTHUBOIIPABHBIX




NESTHUM, pa3bsCHUTE CYTh U OTBETCTBEHHOCTh 3a COBEPILEHUE NPECTYIUICHUN
POTUB MH(OPMAIIMOHHOM 0€301MacHOCTH.

5. B cnyuae ycraHoBieHHUs (paKTOB COBEpPUIEHHUS MPOTHUBOINPABHBIX JIEIHUN B CETH
HNHTepHET B OTHOIICHUH JIeTeH PEKOMEHAYEM POJIUTENSIM HE YMaTulBaTh TaHHbBIC
dakThl, a cooOIaTh O HUX B 3aBUCHMOCTH OT CHUTyallMd KypaTopy Yy4eOHO
TpYIIIbL, neaarory COLIMATIEHOMY YUpEKACHUS o0OpazoBaHus, B
IPABOOXPAHUTENBHBIE OpraHbl [0 MECTY KUTEIbCTBA.

OTBeTCTBEHHOCTH 32 COBeplIeHHe KUOepnpecTynIeHuii
HamomuHaem, 4TO HECOBEPIICHHOJIETHUE HECYT YIOJIOBHYIO OTBETCTBEHHOCTH 32
coBepuieHre kuOeprpecTymienuii ¢ 16 ner, 3a coBeplieHHE MPECTYIUICHUS,
npeaycMmotpenHoro ct.212 YK Pb — ¢ 14 nert!
Crarba 212. XulieHHe HMYLIECTBA MyTeM MOAU(PHKALNUHM KOMIbIOTEPHOH
uHpopmManuu
(8B pen. 3akona Pecriyonuku benapycs ot 26.05.2021 N 112-3)

1. Xumienre uMmyniecTsa myreM MoaAu(pHUKauy KOMIbIOTEpHOU HH(OpMAIIH -

Hakas3plBaeTcsl IWTpagoM, WIM JHUIIEHHUEM I[paBa 3aHUMAaTh ONPEJCICHHbBIE
JMOJKHOCTA WJIM 3aHUMAThCS ONPENEJICHHOW JesATeNbHOCThIO, WU apecToM, WU
OTpaHHYEHHEM CBOOOIBI Ha CPOK JI0 TPeX JIET, WU JIUIIEHUEM CBOOOIBI HA TOT KE CPOK.

2. To xe pesHHe, COBEPIICHHOE IOBTOPHO JUOO TPYNMmoOW JHI[ IO
MpeIBApUTEIIHLHOMY CTOBODY, -

HakasbIBaeTcs mTpadom, U UCIIPAaBUTEIbHBIMU paboTaMM Ha CPOK JI0 JIBYX JIET,
WIM apecToM, WJIM OTrpaHMYeHHEM CBOOOABI Ha CPOK OT JBYX JO MATH JIET, WU
JIMIIEHUEM CBOOOJIbI HA CPOK JI0 MSATH JIET C JMILECHUEM MpaBa 3aHUMAaTh ONpeJleJICHHbIE
JOJDKHOCTH WIJIM 3aHUMAThCSI ONPEICNIEHHON ACSITeIbHOCTBIO MK 0€3 JTUIICHUSI.

3. JestHus, npexycMOTpeHHBbIE YacTsIMH | WK 2 HAcTOsIIEH CTaThH, COBEPIICHHBIE
B KPYITHOM pa3Mepe, -

HAKa3bIBAIOTCS OTPAaHUYEHHEM CBOOOJBI Ha CPOK OT JBYX 10 IISITH JIeT WIU
JUIICHUEM CBOOOJBI HA CPOK OT JIBYX JIO CEMH JEeT co mTpadoM miu 6e3 mrpada u ¢
JMIIEHUEM paBa 3aHUMAaTh OIpe/eJeHHbIE JOHKHOCTH WM 3aHUMAThCS ONpEeIeIeHHON
JEeSATENbHOCTBIO WU 0€3 JINLICHUS.

4. JlesaHus, NpeaycMOTpeHHble dYacTaMu 1, 2 wim 3 HacTosIed CTaThy,
COBEpIIEHHBIE OPTaHU30BAHHOM IPyMIIOH JINOO B 0c000 KPYITHOM pa3mepe, -

HAKa3bIBAIOTCS JIMIIEHUEM CBOOOJBI HAa CPOK OT MATH A0 ABEHAALATH JET CO
mrTpagoM U ¢ JHUIICHHEM MpaBa 3aHUMATh OIPEEICHHbIC JTOJDKHOCTH WA 3aHUMATHCS
OIPEJIEIIEHHON E€ATEIbHOCTBIO WIIN O€3 JIMILIEHNUS.

CraTtbs 349. HecaHKIMOHMPOBAHHBIH J0CTYI K KOMIIBIOTepHOH HH(opManun

(B pen. 3akona Pecybnuku benapycs ot 26.05.2021 N 112-3)

1.  HecaHkumOHMpPOBAaHHBIM  JOCTYN K  KOMIOBIOTEPHOM  WHGOpMAIHH,
COTMPOBOKAIOLIUICS HapYyILIEHUEM CUCTEMBbI 3alUThl (HECAHKIIMOHUPOBAHHBIN JTIOCTYII K
KOMITBIOTEpHON MH(OPMAIINH), COBEPIICHHBIN U3 KOPHICTHON 3aWHTEPECOBAHHOCTH JTNOO
MOBJIEKIINN 10 HEOCTOPOKHOCTH IIPUYNHEHHE CYLIECTBEHHOI'O Bpeaa, -

Haka3plBaeTcs IUTpaoM, WM JIMIIEHUWEM T[paBa 3aHMMaTh OIPEJECJICHHBIE
JNOJDKHOCTH WJIM 3aHUMATbCs ONPENECICHHOW [JEeATENbHOCTBIO, WM apecToM, WIN
OrpaHMYEHUEM CBOOO/IbI HAa CPOK JI0 JIBYX JIET, WM JIMILIEHUEM CBOOO/IbI HA TOT KE CPOK.
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2. HecaHKUMOHMpPOBAaHHBI JOCTYH K KOMIIBIOTEpHOM uH(popMauuu JHOO
CaMOBOJIBHOE I10JIb30BaHUE KOMITBIOTEPHOM CHCTEMOM WM CEeThI0, IOBJIEKIIUE I10
HEOCTOPOKHOCTU KpYIICHUE, aBapHI0, KaTacTpo(y, HECUYACTHBIE CIIydal C JIIOJIbMH,
OTpULIATENIbHBIE U3MEHEHHUS B OKPYIKAIOIIEH Cpesie NN UHbIE TSHKKUE TOCIEACTBUS, -

HaKa3bIBaIOTCSI OFPAaHUYEHHEM CBOOOABI HAa CPOK /O ISATH JIET WM JIMIIEHUEM
cBOOO/IbI HA CPOK /10 CEMH JIET.

Cratbss  350. VYHuurto:keHue, OJOKMpPOBaAaHMEe WJIH  MOAU(PUKANUA
KOMIILIOTEPHOI HH(opManun

(B pen. 3akona Pecnnyonuku benapych ot 26.05.2021 N 112-3)

1. VYMbIlIIEHHBIE YHUUYTOXKEHHE, OJOKHMPOBAaHUE, NPUBEIECHHWE B HENPUTOJHOE
COCTOSIHME KOMITBIOTEPHOUN MH(OpMaIK, pa3pyllieHnue, OJIOKHpOBaHUE JTUO0 HapyIIeHUE
paboThl KOMITBIOTEPHON CHUCTEMBI, CETH WJIM MAIIMHHOTO HOCUTENS JTUO0 MOAU(UKAIUS
KOMIIBIOTEpPHOM HH(OpMAUUU NpU OTCYTCTBUM NPHU3HAKOB IMPECTYIUIEHUS MPOTHB
cOOCTBEHHOCTH, MOBJIEKIITNE MPUINHEHHNE CYIIIECTBEHHOTO Bpe/a, -

HaKa3bIBAIOTCS IITpadoM, WIM JIMIIEHWEM I[IpaBa 3aHUMATh OIpEAeSICHHbBIE
JOJDKHOCTH HWJIM  3aHUMATHCSl ONPEINEICHHOM JEATEIBbHOCTBIO, WIM apecTOM, WU
OrpaHUYEHUEM CBOOOIbI Ha CPOK JI0 TPEX JIET, WJIU JIMILIEHUEM CBOOOIbI HA TOT e CPOK.

2. Te ke pesHWs, COBEpIIEHHbIE TOBTOPHO JMOO TPYyNMHOW JHUIl 1O
MpeABAPUTEILHOMY CTOBODY, -

HaKa3bIBAIOTCS WITPa(oM, UM apecTOM, UM OIPaHUYEHHEM CBOOOJBI Ha CPOK /10
ISITH JIET, WIK JIMIICHHEM CBOOOJBI Ha TOT K€ CPOK C JIMIIEHUEM IIpaBa 3aHUMATh
OTIpe/ieJIeHHbIe JTOJKHOCTH WJIM 3aHMMATBHCSl OIPENETICHHOM NesTeNbHOCThI0 Wi 0e3
JULICHUS.

3. JlestHusi, mpeIyCMOTPEHHbBIE YacTIMH | Wiu 2 HacTOAIIEH CTaThH, MOBJIEKIINE 110
HEOCTOPOXXKHOCTH TOCJIEACTBUS, YKa3aHHbIEe B 4acTu 2 crathu 349 Hactosero Kojekca,

HAKa3bIBAIOTCS JIMIIEHUEM CBOOOJBI HAa CPOK OT TPEX 10 AECITH JIET C JIMIIECHUEM
IpaBa 3aHMMATh ONPEICIECHHbIE JOJDKHOCTM WJIM 3aHUMATbCs  ONpPEAEIIEHHON
JeSITEIbHOCTBIO WK 0€3 JINIICHHUS.

Crarba 352. HenmpaBoMepHoOe 3aBjiajileHHe KOMIIbIOTEPHOIT nH(pOpManuei

(8B pen. 3akona Pecriybnuku benapycsh ot 26.05.2021 N 112-3)

1. YMbIlLIEHHbIE HECAHKIIMOHUPOBAHHOE KOMHUPOBAHUE, NIEPEXBAT KOMIBIOTEPHOU
uHpopManuyu 100 MHOE HEMpPaBOMEPHOE 3aBJaJICHHE KOMIBIOTEPHOW HH(pOpMalMei,
MOBJIEKIIIME MPUYMHEHUE CYIIIECTBEHHOTO BpEa, -

HAKa3bIBAIOTCS IMTpadoM, WIM JIMIIEHWEM I[IpaBa 3aHUMATh OIpPECIICHHBIC
JOJDKHOCTM WJIM 3aHUMATHCSl ONPENEICHHOM JEeATENbHOCThIO, WIM apecTOM, WU
OrpaHMYEHHEM CBOOOJIbI Ha CPOK JI0 TpeX JIET, WM JIMIIEHUEM CBOOO bl Ha CPOK JI0 ABYX
JIeT.

2. Te xe pnesHusi, COBEPIIEHHbIE TMOBTOPHO JHOO TPYNIOH JHUI[ TIO
IIpEABAPUTEIBLHOMY CTOBODY, -

HAKa3bIBAIOTCS MITPpadoM, UM apecTOM, WU OTPAHUYCHHEM CBOOOJBI Ha CPOK JI0
MATU JIET, WIM JIMIIEHHWEM CBOOOJbI Ha TOT K€ CPOK C JIMIICHHEM IIpaBa 3aHUMATh
OTIpEJICJICHHbIE JIOJDKHOCTH WIIM 3aHMMAThCSI OINpPEAENIEHHOM NesATeIbHOCThI0O MIu 0e3
JUIICHUS.
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3. JlesiHus, mpeAyCMOTPEHHBIE YacTsIMH | Wik 2 HACTOSIIECH CTaThH, MOBJIEKIITUE T10
HEOCTOPOKHOCTH MOCJHEACTBUSA, yKa3aHHbIE B 4acTH 2 cratbu 349 HacTosimero Koaekca,

HaKa3bIBAIOTCSl JIUIIEHUEM CBOOOJBI Ha CPOK OT TPEX O CEMHU JIET C JHUIICHUEM
npaBa 3aHMMaThb OINPEIEICHHbIE JIOJDKHOCTH WM 3aHUMAThCS  OINPEAEICHHOMN
NESTENBHOCTHIO UITH 0€3 JINIICHUS.

Cratbs 354. Pa3zpalorka, ucnoab30BaHHMe, pacnpocTpaHeHue JuH00 COBIT
BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrPpaMM WIH CHEHHAJBHBIX NMPOrPAMMHBIX HJIH
annapaTHbIX CPeICTB

(B pen. 3akona Pecnnyonuku benapych ot 26.05.2021 N 112-3)

1. Pa3paboTka, HCIOJIB30BaHUE, PACHPOCTpaHEHHE JHUOO COBIT KOMIIBIOTEPHOU
IPOrpaMMbl WIHA CHELNUATIBHOIO MPOTrPAMMHOIO WJIM alllapaTHOTO CPEACTBA, 3aBEIOMO
IIPEAHA3HAYCHHBIX JJIS HAPYLICHUS CUCTEMBI 3alIUThl, HECAHKLIMOHUPOBAHHOTO JIOCTYyNa
K KOMIIBIOTEPHOW CUCTEME, CETH WJIM MAIIMHHOMY HOCHUTEINO, HECAHKLIMOHUPOBAHHOTO
YHUUYTOXKEHHsI, OJOKMpPOBaHMSA, MOAUDUKAIMM KOMIIBIOTEPHOM HH(pOpMAIMK WIN
HEIPABOMEPHOT'O 3aBJIAJICHUSI KOMIIBIOTEPHOU MH(pOpManuel 1100 HapylleHUus padoThl
KOMITBIOTEPHOM CUCTEMBI, CETH WJIM MAIIMHHOTO HOCHUTEIIA, -

HaKa3bIBAIOTCS MITpagoM, WIM apecTOM, WIM OrpaHUYEHHEM CBOOOJBI Ha CPOK 0
TPEX JIeT, UK JUIIEHUEM CBOOOIbI Ha TOT K€ CPOK.

2. Te e nercTBHs, COBEPIICHHBIE IPYIIIION JIUI IO IPEIBAPUTEIEHOMY CIOBOPY, -

HaKa3bIBAIOTCS MITpagoM, WIM apecTOM, WIM OrpaHMYEHHUEM CBOOOJBI Ha CPOK 0
ISATH JIET, WIM JIMIIEHHEM CBOOOABI HAa TOT e CPOK C JIMIICHHEM IpaBa 3aHUMATh
OTpEJICJICHHbIE JIOJKHOCTH WJIM 3aHMMAThCSI OINpPEAENICHHOW NeATeNbHOCThI0O MU 0e3
JIVIICHHUS.

3. JleiicTBus, MPeAyCMOTPEHHBIE YacTAMU | WM 2 HACTOSIIEH CTaThH, MOBIEKIITUE
M0 HEOCTOPOXKHOCTH TMOCIE/ICTBUSA, YKa3aHHbIe B 4YacTu 2 crTarbu 349 HacTosIIEro
Konekca, -

HAKa3bIBAIOTCS JIMIICHHEM CBOOOJBI HAa CPOK OT TPEX A0 JECITH JIET C JIMIICHUEM
IpaBa 3aHMMATh ONPEICIECHHbIE JOJDKHOCTM WJIM 3aHUMATbCs  ONpPEACIIEHHON
NEeSATENbHOCTBIO WU 0€3 JINLICHUS.

Crarbsa 355. HapymieHue mpaBmi 3KCIUIyaTAMH KOMIBIOTEPHOH CHCTEMbI
WIN CeTH

(B pen. 3akona Pecniyonuku benapycs ot 26.05.2021 N 112-3)

1. YMbInIeHHOE HapyIIEHUE TPABHII IKCILTyaTallud KOMITBIOTEPHON CHUCTEMBI WU
CeTH JHUIOM, HMMEIIHUM JOCTYyl K O3TUM CHCTEME WM CETH, MOBJEKIIee 10
HEOCTOPOKHOCTH MPUYUHEHHE CYIIIECTBEHHOTO Bpea, -

Haka3bIBaeTcsl ImTpadoM, WM JUIICHUEM TMpaBa 3aHUMATh OIpPECICHHBIC
JOJKHOCTH WJIM 3aHUMAThCSl OMPEACIICHHON AESTeNbHOCTHIO, WM WCIPABUTEIBHBIMU
paboTamMu Ha CPOK J0 JABYX JIET, WK OrPaHUYCHUEM CBOOOIBI Ha TOT K€ CPOK.

2. To xe nesHue, MOBJEKIIEE MO HEOCTOPONKHOCTH TMOCIEICTBUS, YKa3aHHBIC B
yacTu 2 ctatbu 349 nacrosmero Koaekca, -

HAKa3bIBACTCS OTPAHWYCHHEM CBOOOJIBI HA CPOK IO TSITH JIET WIW JIMIIEHUEM
CBOOOIbI HA CPOK /IO CEMH JIET € JIMIICHUEM IpaBa 3aHUMATh OIpEeNIeHHbIE JOIHKHOCTH
WM 3aHUMAThCS ONPEACIICHHOM 1eATeIbHOCThIO I 0€3 JIUILIECHUSI.

Martepuana noaroToBJieH neaaroroMm conuajbusiM P.C. OcunoBuy
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